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Restoration of Homoglyph Attack with BERT (3)

v/ To Do List

. Last Week
1. Related studies
2. Setting the baseline

«  This Week
1. Making Translation Dictionary for baseline algorithms
2. Preprocessing the dataset
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Restoration of Homoglyph Attack with BERT (3)

1. Translation Dictionary (SimChar)

«  Making Translation Dictionary based on SimChar database

« Reference: H. Suzuki, D. Chiba, Y. Yoneya, T. Mori, and S. Goto, "ShamFinder: An Automated
Framework for Detecting IDN Homographs," Proceedings of the 19th ACM Internet Measur
ement Conference (IMC 2079), pp. 449--462, October 20719

«  SimChar Dictionary creation algorithm

D := empty dict object
for char in SimChar_DB:
if char is non-ASCII:
Q & A set of homoglyphs of char (similar_char array)
sort Q by delta in ascending order

for win Q:
if wis ascii and w is alphabet:
D[char] :=w
break
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1. Translation Dictionary — Dictionary File Sample

mxnm, II " " " n n nmAan n " nn n n mxan n " nen n n mnm__n m_n n n 1 n n n n_n nmAanmn nm_n ms2n nm_n m

* {"a a":"a", "a": "a", "a": "a", "a" "a", "a" "a g.c,e.e,e.e,e.e,e.e,l

nm, m:n n/sn mnmsn nan mnm:n mneen mnm:n m=nua, n n " n " n 1 n n " nmAamn, n n nmn " " nm:2n 1 " " n mn " " n n

I e e e A I , "o" "o", "o": "o", "6": "o", "6": "o", "6": "o", "u": "u", "u™ "u
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" nAIn n " meen mn " n lI Il n " bll II n ll i, n n Il m, n n m_m, n " mnmzn nm_n nmai m_n n e mnm_n myvi m_n

,"am tut, tat , , y", R B e G o I N G A o
||dll|: lldlll lld‘ll: lldlll llell. "e"’ lléll. ||e||’ llell. ||e||’ lléll. ||e||, llgll: "g"’ llgll: llglll llgll: Ilglll Illhll: llhlll Ilhll: |lh||l 1]
~I, llill’ "T": "i"’ "j": |li||’ IIIII: "i"’ ||]\l|: Iljll’ Ilk". Ilklll IIIIII. lllll’ ||l|||: |||||’ llllll: "|"’ Il+|l: |||||’ "rI]": ||n||’ Ilnll: |lnl|’ myvir, 1

" " n 1 n nm=1nm n n 1nzzn n " mnzsn mnm__n m._n mn__n nmvn m__n mnmzn m_n nai m_n m_nm m_n nym, m_n "

n", "n": "n", "o" "o", "6": "o", " T, et T, R e, 8T s, et ST, et st et e Mt T,
B e A ¥ U T L U | U e U ¥ U Y VA VA A A S A A z AN
", "p" "b", "B": b, "d td", ", UK UK, MY, "t tnt, Mt t i t "attal, it ot
"o", "u" "u", "a"™ "o", "a" "a", "g": "g", "g": "g", "k": "k", "o": "O", "J": "j", "g": "g", "n": n "a" "a

Q-
n nmwn nm_n nmwn n_n LIASY ] n_n nmx n_n n_iu, II n "t" Il n "do" lldll ll n, n_nmn nmen n_n n_n n_n nms=n n_n

S o Jo B b G ) RS U , z" "a": "a", "e": "e", "6": "0",
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2. Translation Dictionary (OCR)
«  Making Translation Dictionary using OCR

« Reference: Sawabe, Yuta, et al. "Detection method of homograph internationalized domain
names with OCR." Journal of Information Processing 27 (2019). 536-544.
« Unicode Character Image Dataset information
« 128 pixels x 128 pixels images
« Using GoNotoCurrent.ttf TrueType font
* https://github.com/satbyy/go-noto-universal

« Unsupported Unicode characters by the font are excluded.

 Character groups that are distinct from alphabets are excluded.

CAU AutoML Lab )


https://github.com/satbyy/go-noto-universal

Restoration of Homoglyph Attack with BERT (3)

2. Translation Dictionary (OCR) - Excluded Unicode Character Groups

> 0 BMP + Egyptian Hieroglyph Format Controls « Emoticons

» Basic Latin * Anatolian Hieroglyphs « Ornamental Dingbats

« CJK Unified Ideographs Extension A » Bamum Supplement « Transport and Map Symbols

» CJK Unified Ideographs » Tangut » Supplemental Arrows-C

» Hangul Syllables » Tangut Components » Supplemental Symbols and Pictograp

 Hangul Jamo Extended-B « Khitan Small Script hs

« High Surrogates « Tangut Supplement * Chess Symbols

- High Private Use Surrogates « Nushu « Symbols and Pictographs Extended-A

» Low Surrogates * Mahjong Tiles > All characters of 2 SIP and 3 TIP

* Private Use Area * Domino Tiles > 14 SSP

» CJK Compatibility Ideographs » Playing Cards - Variation Selectors Supplement

» Specials * (Empty part of) Enclosed Alphanumeri > All characters of 15 PUA-A and 15 PUA-
> 1 SMP ¢ Supplement A

» Enclosed Ideographic Supplement

*  Cuneiform + Unsupported characters by the font

» Miscellaneous Symbols and Pictograp
hs
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2. Translation Dictionary (OCR) - Dictionary File Sample

S R R R GRS 2 "f", e T G e - L I G O L S S
"a", "t U, T gt e e, Mot MO, YAt Y, MY Y, YA THY, s d, AT AT, AT AT,
A AT AT AT AN AT AT AT T AT, M "E" "E", "E"™ “E", "E™ “E", "E" E", MU0
e e, Nt 'NY, ot "o, "ot "o, Ot o, "0t o, O O, Tkt X!, Ut
u", "u" "y, o "O" "OrotVe, Yty et b, B UK, A "at, "a™ "a”, "a" "a", "a": "a", "4
""at, e M, "(;". "C", "e": "e", "é": "e", "é": "e", "e": "a", "™ "T", "1™ "o", "&": "O", "n": "n", "o"
"f!, "e" "O", "u" "u", "a" "y, tat "d", "u" "r" yrtyt, ettt Yty AT AT, T A, AT
"A", "g": "a", "g": "q", "€ "C", "¢n C, "Choten "C", "¢, e e, et e, e "C", "D":
"D", "d": "d", "d": "d", "E E": "E", "&": R "E", "™ "e", "E": "E", "eé" "e", "E": "E", "E": "E", "e" "
e’ "G": "G", g "g", "G": "G" g "g" ! G', g "g", "G "G, g "g", "H" " a, "h": "h",

G') r|'|c ﬁ>
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3. Creating Baseline Algorithm Evaluation Dataset

Evaluate baseline algorithm with homoglyph/hand-annotated sentences pairs.

The example of evaluate datasets: (Homoglyph characters are highlighted.)

you have less tHaN 48 Hours from you have less than 48 hours from
the moment you opened this email the moment you opened this email
(precisely two days). (precisely two days).
Here is my Bitcoin wallet Here is my Bitcoin wallet
homoglyph sentences hand-annotated sentences
(input) (ground truth)
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4. Text Preprocessing

« Replacing space characters

* e.g., U+00AO (NO-BREAK SPACE), U+2002 (EN SPACE) — U+200A (HAIR SPACE),
U+3000 (IDEOGRAPHIC SPACE)

«  Removing nonprinting characters

* e.g, U+200B (ZERO WIDTH SPACE), U+200C (ZERO WIDTH NON-JOINER),

U+061C (ARABIC LETTER MARK), U+FEFF (ZERO WIDTH NO-BREAK SPACE),
U+00AD(SOFT HYPHEN)

« Control Characters (U+0000, U+0006 — U+0008, U+000B — U+001F, U+0080 — U+009F)

« Some Control Characters(U+0001 — U+0005) are used as homoglyphs.
eg. I give you 72 houE|s on|I|y to transfer the funds.
* Private Use Area (U+EOOO0 — U+F8FF)
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