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To Do List
. Last Week

1. 24 e

2. HO|H =8 A=
This Week

1. 24 e

2. HO|H =8 A=

3. MAAT AL

4, DHE FH
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0. Papers

«  Boucher, Nicholas, et al. "Bad Characters: Imperceptible NLP Attacks." arXiv preprint
arXiv:2106.09898 (2021).

« Deng, Perry et al. “Weaponizing Unicodes with Deep Learning -ldentifying Homoglyphs
with Weakly Labeled Data." 2020 IEEE International Conference on Intelligence and Security
Informatics (ISI) (2020): 1-6.
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1. =8 82

- AHHY S UM Xts 2" EHE A|AHES 22617 2|30 homoglyphs& ARESt
‘Adversarial Example’O| =xfgt

«  NLP 0| A|2| Adversarial Example2 CtS1t 22 O|A|7F /S
1. EO0| H[=3t homoglyph& A& (Homoglyph Attack; Visual Spoofing)

Of Al: “j” (U+006A; LATIN SMALL LETTER J) CH
“j (U+FF4A FULLWIDTH LATIN SMALL LETTER J)E A&

2. HEE EAS I EO|X| &= EXHNPC, Non-Printing Character)& TH0{ ALO|0]| &€l
Of Al: SHO{ AtO|of| U+200B (ZERO WIDTH SPACE)E ¢
3. 2Ate| &=AME HR AL ZALE X2 = 59| M O{ZAHControl Charactern) & AFE

CAU AutoML Lab 4
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1. 28 9

+  NLP Attack2 HAFH7F HA2EQ| o|0|F O[3fiot= A= Yol
«  NLP Attack®| ¢t 552 Homoglyph AttackO| 7| AN =M S == Of|A[.
(Boucher, Nicholas, et al. "Bad Characters: Imperceptible NLP Attacks." arXiv preprint arXiv.2

106.09898 (2021),)

I just can't believe, Je ne peux tout
U ) simplement pas croire
5 where she was. ' ou elle était.

pas sous-estimer
l'endroit ou se
trouvait le scribe e.

I[Just can't belileve :> Je crois que je ne peux

where dﬁb was.

CAU AutoML Lab
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2. = HFOIM HAot= =H2] o2

+  homoglyph £&9] input/output Of A|

homoglyph”Z} ZE 8=l input output
You transfer $1831 USD to me (in Bitcoin You transfer $1831 USD to me (in Bitcoin
equivalent according to the exchange rate at equivalent according to the exchange rate at the
the moment of fund's transfer), and once the moment of funds transfer), and once the
transfer is received, | will delete all this dirty == transfer is received, | will delete all this dirty
stuff right away. After that, we will forget " stuff right away. After that, we will forget about
about each other. | also promise to deactivate each other. | also promise to deactivate and
and delete all the harmful software from your delete all the harmful software from your
devices. devices.

CAU AutoML Lab 6
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= G0IM HAlS= EX2| off 2

- BERT: BERT 22 &2 Pre-training EtA| 0| A 78 H|E = Masking B E2=2 0|55t=
Masked Language Model (MLM) & & AtE %t
@’ |Ma: LM MaserMl \ /@/ﬁ@b Start/End Spax
O G © R 05 G-
BERT ..' .............. . .. ..R .. . BERT
(el ] [&](Emnlle]- [&] [ealls ] [&](&m](=]- [&]
(pa](=].. (=)= ])(=]. (=] 00|50 P 00 [ R [ P
| e \_'_JBI R e
Masked Sentence A Masked Sentence Question Paragraph
: -
\ Unlabeled Sentence A and B Pair \\\ Chiaalion Answer Pk j
Pre-training Fine-Tuning
. B 3= BERTO| MLM 22 28310] 2 12| homoglyphE 0|Zdl= HE 2HE

CAU AutoML Lab 7
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3. 4o =&
. HEZQI ZX 2X

HOIHH O] AF AL

A Y (Extortion email) E 2 S =29t ALO| E bitcoinabuse.com2

* 258766 rows x 9 columns2 2 T+ I El csv @4 T O| | O| E
id address abuse_type_id | abuse_type_other | abuser description from_country | from_country_code created_at
15ScqqupNT4T they take my m Py )
ggg oNXCdwmgHL 4 NaN bitcoin tel | oney not payme | United States us 22%2;11302)%-582
WS3cHTtTXLs6 back it scam T
1EeaB9n9RKC The IP address )
302 | SxbzzmVNNPD 4 NaN 223.72.80. | ofthe emailwas | Canada CA 2021-12-15T02:
668 48 . 34:52.000000Z
cu9Lrg89Bm4Y sent from is: ...
bc1gxgm9yp4ly
Fraudsters took
362 | 807xmfpgkge6d Fraudulent crypto s | 306crypto . . 2021-12-15T02:
669 | patettakekrakrf 99 cam max | overafriends in | United States us 51:50.000000Z
d sta gram acco...

CAU AutoML Lab 8
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4. H|0|E 7I=5

| = | O|E{Of| A| Z Rt columnTH 3521 A

-I>+ HO

2| column B =

e id: L reportl| 17 H=2

CC

e description: report2| 2 3H & N Y HE

rr

ﬁEHDﬂO' o

-+ GO 0|29 A7} Zetk[0] /U= HOJH= A<

. Zoith O|O|E M= description non-ascii =AF2| ==X O £0f 2 & Tt Z &2
« ascii =AZF EXSI= H|O|H A2 masked language model2| St5& 2 2 AFE S}, non-ascii
O =

= A =0 A= HloJH =2 =& 20|23 ot Ltel/'s R HA

CAU AutoML Lab 9
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5. A1 2

- Hugging Face2| BERT model API (https://huggingface.co/docs/transformers/model doc/bert)

= 0|&

« BertTokenizer2| vocab filex MAE2|5t =Xt CH 2 EFtE = UA HE

« vocab file2| O A| (.txt format)
https://github.com/lhy0718/bert-character-mlm/blob/master/char-bert-base-

uncased/vocab.txt

CAU AutoML Lab
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6. 2 A=

«  homoglyph =& EX}

1. MOZA7r HEE 2XrE8E +
ZXEo|A 2 EXHE OCRE 0|83+ ascii 2At
3. =Xt =F2|(Character-level) BERT &2 A-83}

F

N
Mok
—9 L

CAU AutoML Lab



BERTE A8 8 Homoglyph Attack 53

7. A TIH Atz
1. BE 31=

« Character-level BERTE &M

2. HOlHM #=
» Bitcoinabuse.comOi| 2017-05-165E 2021-01-157X| 21 %l O|O|HE LR ZE BS
 2F 10000047 2| Of|O|E{Of| CHsH B0 2% & 0|
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